Problem 20613: vigenere

tvsxp lshkz ndvhw dtzel kuddy wacga hppnl dqtyv thylj lnkkl 

wxpnt wgdog nkggc jeecs en

The first thing that we need to do with any vigenere problem is to find the key length. First look for repeats and the lengths between them:

xp: 48

pn: 20

nk: 14

There aren't many repeats here and we try calculating the IC of every n'th character instead. For every character it is 0.04499, which is way too low and unlikely to be written English. Checking every second character gives values of 0.04286 and 0.05079, again too low. Every third character gives values of 0.02899, 0.05797, and 0.04710, an average of 0.0447. These are again all over the place. We check every fourth character and find values of 0.07190, 0.03922, 0.04575 and 0.05882, an average of 0.0539. Now these values are slightly higher, particularly the 0.0719. It is difficult to progress much further because with a keylength of 5 and more the numbers are so small.

We see that a value of four for keylength is the best that we have found, it fits in with two out of three of our observed repeats, and has the highest IC. 

Let's look at it this way:

tvsx

plsh

kznd

vhwd

tzel

kudd

ywac

gahp

pnld

qtyv

thyl

jlnk

klwx

pntw

gdog 

nkgg

cjee

csen

We have four series tpk..., vlz...., ssn...., xhd... and we need to perform a caesar shift on each alphabet in order to align them with each other and find the solution. We can try this using chi-squared tests. First of all we have some frequency stats from normal written English (actually from war of the worlds):

a
22438

b
4010

c
6166

d
12846

e
33398

f
6048

g
6393

h
16431

i
18015

j
185

k
2020

l
10198

m
6851

n
19236

o
18626

p
4675

q
179

r
15687

s
16165

t
25669

u
7029

v
2358

w
6181

x
362

y
4752

z
105

So we can take the first letters tpkv... and calculate the chi-squared values for shifts of 0,1,2,...,25. We then require a shift for each column that has a high chi-squared value, and leads to approx 40% vowels in the text. Let's look at the first column:

Letter
Data
Col1
Shift
Chi-Squared

a
22438

1
153391

b
4010

2
231352

c
6166
2
3
178673

d
12846

4
199020

e
33398

5
175059

f
6048

6
131591

g
6393
2
7
191544

h
16431

8
144939

i
18015

9
211787

j
185
1
10
146532

k
2020
3
11
266797

l
10198

12
145379

m
6851

13
169129

n
19236
1
14
161309

o
18626

15
228866

p
4675
3
16
178873

q
179
1
17
173124

r
15687

18
169435

s
16165

19
165119

t
25669
3
20
267832

u
7029

21
176285

v
2358
1
22
121434

w
6181

23
142457

x
362

24
347591

y
4752
1
25
161976

z
105

26
148920

We see that for a shift of 24 the chi-squared value is highest as 347591, this represents shifting this alphabet back two places. So 'tpkvtkygpqtjkpgncc' becomes 'rnitriwenorhinelaa' with 8 vowels out of 18 letters, and so we are quite confident that this may be correct. Let's try the second column:

Letter
Data
Col2
Shift
Chi-Squared

a
22438
1
1
229936

b
4010

2
125393

c
6166

3
131692

d
12846
1
4
213016

e
33398

5
192396

f
6048

6
197870

g
6393

7
192473

h
16431
2
8
262858

i
18015

9
181175

j
185
1
10
158347

k
2020
1
11
177744

l
10198
3
12
173380

m
6851

13
159922

n
19236
2
14
133994

o
18626

15
201806

p
4675

16
133456

q
179

17
182810

r
15687

18
167848

s
16165
1
19
300634

t
25669
1
20
213566

u
7029
1
21
186558

v
2358
1
22
154130

w
6181
1
23
245242

x
362

24
141708

y
4752

25
133431

z
105
2
26
197029

We see that a shift of 19 places gives the highest value of 300634. So 'vlzhzuwanthllndkjs' becomes 'oesasnptgmaeegwdcl'. So there are only six vowels, and we can check the digraphs formed with the first part:

col1: rnitriwenorhinelaa

col2: oesasnptgmaeegwdcl

Lets try adding the third column:

Letter
Data
Col3
Shift
Chi-Squared

a
22438
1
1
198077

b
4010

2
149154

c
6166

3
124535

d
12846
1
4
238238

e
33398
3
5
139033

f
6048

6
201516

g
6393
1
7
179924

h
16431
1
8
237101

i
18015

9
148495

j
185

10
174828

k
2020

11
182813

l
10198
1
12
189821

m
6851

13
192067

n
19236
2
14
153445

o
18626
1
15
263747

p
4675

16
203747

q
179

17
164126

r
15687

18
125106

s
16165
2
19
186065

t
25669
1
20
170646

u
7029

21
200019

v
2358

22
199748

w
6181
2
23
178910

x
362

24
136603

y
4752
2
25
145187

z
105

26
305463

We see that a shift of 26 places, or 0 places, gives us the best match. Our third column 'ssnwedahlyynwtogee' is added as is. We note that it has only 5 vowels, but there are also 2 y's.

col1: rnitriwenorhinelaa

col2: oesasnptgmaeegwdcl

col3: ssnwedahlyynwtogee

Let's try adding the fourth column:

Letter
Data
Col4
Shift
Chi-Squared

a
22438

1
262115

b
4010

2
171207

c
6166
1
3
173006

d
12846
4
4
204265

e
33398
1
5
182930

f
6048

6
149161

g
6393
2
7
222596

h
16431
1
8
220153

i
18015

9
169259

j
185

10
175981

k
2020
1
11
246718

l
10198
2
12
141340

m
6851

13
140155

n
19236
1
14
139927

o
18626

15
227378

p
4675
1
16
243467

q
179

17
181091

r
15687

18
133800

s
16165

19
177801

t
25669

20
159605

u
7029

21
120726

v
2358
1
22
185616

w
6181
1
23
270181

x
362
2
24
202721

y
4752

25
111460

z
105

26
175755

So the best shift here is 23 places, or back 3 places. Our fourth column 'xhddldcpdvlkxwggen' becomes 'ueaaiazmasihuteebk' and has 11 vowels.

col1: rnitriwenorhinelaa

col2: oesasnptgmaeegwdcl

col3: ssnwedahlyynwtogee

col4: ueaaiazmasihuteebk

Obviously at this point we do not see a decrypted message and can only conclude that at least one of our shifts is not correct. Let's check out some second place scores:

col
best
second

1
347591
267832

2
300634
262858

3
305463
263747

4
270181
262115

The fourth column has some close matches, we also note that it does not combine into digrams with the first column that well, we have 'ii', 'ao', 'sr', 'ih', etc present in the digrams. Let's try a different shift of it. By taking the second highest we find a shift of one place gives 'xhddldcpdvlkxwggen' = 'yieemedqewmlyxhhfo' which doesn't look very promising and does not line up well with the first column. Next best is 246718, a shift of 11 places. This gives 'xhddldcpdvlkxwggen' = 'isoowonaogwvihrrny'

col1: rnitriwenorhinelaa

col2: oesasnptgmaeegwdcl

col3: ssnwedahlyynwtogee

col4: isoowonaogwvihrrny

"Rosiness is not a worse windowpane than gloomy gray when viewing the world -- Grace Paley".

So we had managed to find the key for the first three columns quite easily and the fourth took us a little longer. We noted that the fourth column scores were lower than the other columns and closer together. We note that the shifts for decryption were -2,-7,0,-15, and this corresponds to the vigenere key 'chap'.

Problem 6600: vigenere

famlw ailjz rciiv oiasl jvvwz dvomj sjnum omptl bgcyq fhoar 

vvnna gtchw zdkaq fsmtu ypktq tixil jvfae tqmqg effsi ptapr 

nhptg enwyi pmznr cnzrh qtvlz gsetj nwzeo lkbqe cigd

The first thing that we need to do with any vigenere problem is to find the key length. First look for repeats and the lengths between them:

ilj: 72

wzd: 36

ljv: 60

There are no longer repeats, and the evidence from above is that likely key lengths are 1,2,3,4,6,12 being the common divisors of 36, 60, 72.

For each length we calculate an average IC:

Length
IC

1
0.03798

2
0.04167

3
0.04344

4
0.05238

6
0.05616

12
0.08333

When the length is 12 we have a very high IC which shows it's not very random at all and is quite biassed. This is probably due to having such a short cipher and a potentially long key. The other values are a bit too low. The value for a length of 6 is getting close but I've had liked something a bit higher. The individual series values for a length of 6 are 0.05434, 0.07246, 0.04710, 0.05072, 0.05797, 0.05434. The series for length 12 are 0.09090,

0.12121, 0.12121, 0.06060, 0.07575, 0.10606, 0.06060, 0.10606, 0.04545, 0.04545, 0.12121, 0.04545.

Let's try for 12 now, we can always combine columns later and switch to a shorter length:

famlwailjzrc

iivoiasljvvw

zdvomjsjnumo

mptlbgcyqfho

arvvnnagtchw

zdkaqfsmtuyp

ktqtixiljvfa

etqmqgeffsip

taprnhptgenw

yipmznrcnzrh

qtvlzgsetjnw

zeolkbqecigd

Let's see what we can with the first column: 'fizmazketyqz', using our chi-squared methods as before:

Letter
Data
Col1
Shift
Chi-Squared

a
22438
1
1
136205

b
4010

2
109478

c
6166

3
135759

d
12846

4
129349

e
33398
1
5
168001

f
6048
1
6
111409

g
6393

7
127538

h
16431

8
131923

i
18015
1
9
158508

j
185

10
108550

k
2020
1
11
87094

l
10198

12
85507

m
6851
1
13
103903

n
19236

14
208219

o
18626

15
141027

p
4675

16
82151

q
179
1
17
64850

r
15687

18
160163

s
16165

19
124905

t
25669
1
20
172271

u
7029

21
135806

v
2358

22
116064

w
6181

23
73518

x
362

24
91772

y
4752
1
25
108621

z
105
3
26
119685

So the best shift is a shift of 14 spaces and 'fizmazketyqz'='twnaonyshmen'. This looks quite promising, we'll see if we can add in the next column with some good digrams as well:

Letter
Data
Col2
Shift
Chi-Squared

a
22438
2
1
118665

b
4010

2
83291

c
6166

3
117042

d
12846
2
4
160488

e
33398
1
5
114249

f
6048

6
55463

g
6393

7
134697

h
16431

8
76132

i
18015
2
9
110370

j
185

10
136121

k
2020

11
242459

l
10198

12
72289

m
6851

13
117976

n
19236

14
165340

o
18626

15
161909

p
4675
1
16
91263

q
179

17
78468

r
15687
1
18
135313

s
16165

19
112670

t
25669
3
20
99957

u
7029

21
104766

v
2358

22
145265

w
6181

23
87720

x
362

24
107448

y
4752

25
125550

z
105

26
237365

Here we see two possible values which are quite close and far ahead of the others - either a shift of 11 or one of 26 (0). So 'aidprdttaite' either stays the same or becomes 'ltoacoeeltep'. Let's look at the two possibilities:

col1: twnaonyshmen

col2: aidprdttaite

or:

col1: twnaonyshmen

col2: ltoacoeeltep

Clearly the start of 'tl' is not possible and the second possibility contains many awkward digrams. We'll go with the start and build from there. So we have:

col1: twnaonyshmen

col2: aidprdttaite

Let's try and add the third column:

Letter
Data
Col3
Shift
Chi-Squared

a
22438

1
97594

b
4010

2
93166

c
6166

3
148455

d
12846

4
101148

e
33398

5
159309

f
6048

6
56596

g
6393

7
103902

h
16431

8
94997

i
18015

9
177861

j
185

10
100086

k
2020
1
11
114691

l
10198

12
125495

m
6851
1
13
120954

n
19236

14
143015

o
18626
1
15
121948

p
4675
2
16
127861

q
179
2
17
97976

r
15687

18
201991

s
16165

19
153080

t
25669
1
20
100152

u
7029

21
66442

v
2358
4
22
127949

w
6181

23
143827

x
362

24
220973

y
4752

25
120502

z
105

26
72306

A shift of 24, or -2 leaps out here, let's look at this possibility:

col1: twnaonyshmen

col2: aidprdttaite

col3: kttrtioonntm 

This looks alright at the moment, let's try and add another column:

Letter
Data
Col4
Shift
Chi-Squared

a
22438
1
1
108611

b
4010

2
149109

c
6166

3
146036

d
12846

4
87611

e
33398

5
122847

f
6048

6
120006

g
6393

7
170501

h
16431

8
164072

i
18015

9
95743

j
185

10
56222

k
2020

11
81813

l
10198
4
12
98004

m
6851
2
13
104280

n
19236

14
98918

o
18626
2
15
154567

p
4675

16
122161

q
179

17
105025

r
15687
1
18
176750

s
16165

19
231716

t
25669
1
20
114146

u
7029

21
86818

v
2358
1
22
151573

w
6181

23
128158

x
362

24
69265

y
4752

25
90426

z
105

26
157898

There is only one column standing out here - a shift of 19 places, or -7. This gives us:

col1: twnaonyshmen

col2: aidprdttaite

col3: kttrtioonntm 

col4: ehheotmfkfee

The message is starting to become quite readable now, and in fact we do not even need to use the chi-squared method any further. Look at the decryption so far:

take........

with........

ndth........

apre........

orto........

ndit........

ytom........

stof........

hank........

minf........

ette........

neme........

Here the third row looks like 'and the', and forcing this to appear with a shift of -8 in the fourth column and +4 in the last determines two more of the columns for us:

takeo......g

witha......a

ndthe......s

apret......s

ortof......a

nditi......t

ytoma......e

stofi......t

hankf......a

minfr......l

etter......a

nemec......h

Here I would like to see 'and it is' in the 6th row, giving a shift of +13:

takeon.....g

withan.....a

ndthew.....s

aprett.....s

ortofa.....a

nditis.....t

ytomal.....e

stofit.....t

hankfu.....a

minfra.....l

ettert.....a

nemeco.....h

At this point the message is looking good. You should be taking note of the shifts: -12, 0, -2, -7, -8, -13, ?, ?, ?, ?, ?, -22 which corresponds to a keyword of 'machin?????w'. we'll continue constructing it as we go. This time we'll go for 'thankful...' in the next column, a shift of -4:

takeone....g

withano....a

ndthewo....s

apretty....s

ortofaw....a

nditiso....t

ytomale....e

stofita....t

hankful....a

minfran....l

etterto....a

nemecom....h

In the second row you now might think of 'with another and the' within the plaintext, and this would give us the rest of the columns, also our keyword is 'machine????w' so far, and combining these observations gives:

takeonething

withanothera

ndtheworldis

aprettygoods

ortofaworlda

nditisourdut

ytomakethebe

stofitandbet

hankfulbenja

minfranklinl

ettertomrsja

nemecommarch

"Take one thing with another and the world is a pretty good sort of a world and it is our duty to make the best of it and be thankful - banjamin franklin letter to mrs jane mecom, march".

In conclusion we had what appeared at first glance to be a couple of difficult ciphers here however with some very simple tools we were able to solve them quite quickly. Perhaps the hardest part was guessing the keylength.

Exercise1: (**easy**)

ugcko yjawb ifnec sxoef wxhly vlfie sysbw ahwmk nbryo bwzuu 

pwzks egtka w

Exercise2: (**medium**)

xspcw piisi ipdwl zxwui pupxe ihump eehtl pijwl ri

Exercise3: (**medium**)

nikey ebchk lptrm jwpzs cmfnl pcjei abezm srvsc fumot issut 

eusit sbpce upafv zsfft sebih pvasp rfaih rnldx fxwez nupve 

iiwvk ozakl xszso zxkvj eiocp vkaxl vntvc

Exercise4: (**hard**)

uhrpl tvsbb yosvt ngbcm ehmrt siefw fhpse myort rxtoa edmuf 

tbcss ftefo ssnda awpwv fbbts wzeef cwirs ll

Exercise5: (**hard**)

wcodu clivf lyqir aazte mulgq fxfsg xhbgt rjgig pxjpm tjoxv 

bqoes gyrvi gtuvm nvvzn eldia gpbqu xqpyx ufpxb zgagw htsfv 

kvgks mxprv yfloc gsulu emawv jxszk juppi lzsrv igtow kuvlt 

vhqdl ruetw zsukb tamdj fvtze iblsx szref uqhip uymav pitvx 

fvvze idanv keisq xghna lccam kacao mpels fsyrn kssmr clacy 

jagbh gwtke tperm ftafm dtugf grpzd lgrlh erjxx vzrwm kxfsk 

npsic sjlua lmpih gfijc oawsd wngvh wxbxo yegui hudlz jyabb 

ilhir viiws ix

