Problem 5755: numeric_simple_homophonic

98650 21172 76986 46519 03238 33965 33983 83570 60662 19006 

82600 41430 26388 80590 34396 30842 07730 02376 82346 61183 

86344 45408 07127 26560 3043

This problem essentially consists of four different shifted alphabets, 1-25, 26-50, 51-75, 76-00 that are caesar alphabets. Lets split it up more easily and take some frequency counts: 

98 65 02 11 72 76 98 64 65 19 03 23 83 39 65 33 98 38 35 70 

60 66 21 90 06 82 60 04 14 30 26 38 88 05 90 34 39 63 08 42 

07 73 00 23 76 82 34 66 11 83 86 34 44 54 08 07 12 72 65 60 

30 43
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We can attempt to line these up with our statistics from war of the worlds, and the chi test. Here are all four columns compared to our standard English stats:

Letter
Data
Col1
Shift
Chi-Squared

a
22438

1
194440

b
4010
1
2
175763

c
6166
1
3
218329

d
12846
1
4
117371

e
33398
1
5
186652

f
6048
1
6
213799

g
6393
2
7
258864

h
16431
2
8
160139

i
18200

9
160446

k
2020

10
180676

l
10198
2
11
231091

m
6851
1
12
175161

n
19236

13
139757

o
18626
1
14
142774

p
4675

15
208596

q
179

16
161337

r
15687

17
121323

s
16165

18
157086

t
25669
1
19
211214

u
7029

20
142014

v
2358
1
21
172628

w
6181

22
221621

x
362
2
23
215800

y
4752

24
172770

z
105

25
182740

column2:

Letter
Data
Col2
Shift
Chi-Squared

a
22438
1
1
156227

b
4010

2
110032

c
6166

3
162231

d
12846

4
244214

e
33398
2
5
189515

f
6048

6
130413

g
6393

7
112788

h
16431
1
8
179873

i
18200
3
9
200492

k
2020
2
10
160028

l
10198

11
120805

m
6851

12
174453

n
19236
2
13
171316

o
18626
2
14
122008

p
4675

15
108113

q
179

16
199485

r
15687
1
17
213276

s
16165
1
18
117144

t
25669
1
19
146666

u
7029

20
228043

v
2358

21
259170

w
6181

22
120626

x
362

23
129812

y
4752

24
202088

z
105

25
297550

column3:

Letter
Data
Col3
Shift
Chi-Squared

a
22438

1
133450

b
4010

2
153672

c
6166

3
201759

d
12846
1
4
266105

e
33398

5
123358

f
6048

6
123722

g
6393
1
7
158133

h
16431

8
142357

i
18200

9
127849

k
2020
2
10
161396

l
10198

11
185295

m
6851

12
133938

n
19236
1
13
130913

o
18626
1
14
201830

p
4675
4
15
231718

q
179
2
16
202785

r
15687

17
161788

s
16165

18
161948

t
25669

19
182827

u
7029
1
20
190879

v
2358

21
151259

w
6181
2
22
200218

x
362
1
23
234096

y
4752

24
195121

z
105

25
99952

column4:

Letter
Data
Col4
Shift
Chi-Squared

a
22438
2
1
123380

b
4010

2
94182

c
6166

3
172723

d
12846

4
187272

e
33398

5
139717

f
6048

6
159932

g
6393
1
7
202981

h
16431
2
8
104759

i
18200

9
95686

k
2020

10
122656

l
10198
1
11
201812

m
6851

12
99597

n
19236
1
13
138349

o
18626

14
93056

p
4675
2
15
165046

q
179

16
126249

r
15687

17
119354

s
16165

18
164777

t
25669

19
193437

u
7029

20
103101

v
2358

21
168574

w
6181

22
139787

x
362
3
23
129304

y
4752

24
88462

z
105
1
25
124106

The best shifts and scores for each column are:

column1: 258864, 7 places.

column2: 297550, 25 or 0 places.

column3: 266105, 4 places.

column4: 202981, 7 places although a shift of 11 places has a score of 201812, very close to the best score.

Let's just try the first line. We try adding 7, 0, 4, 7/11 respectively to these numbers, and wrapping each set accordingly (ie 1-25 remain as 1-25 after adding). Then we subtract 0, 25, 50 or 75 to leave a number in the range 1-25, and we convert these to letters:

cipher: 98 65 02 11 72 76 98 64 65 19 03 23 83 39 65 33 98 38 35 70 

adds:    7  4  7  7  4  7  7  4  4  7  7  7  7  0  4  0  7  0  0  4

result: 80 69 09 18 51 83 80 68 69 01 10 30 90 39 69 33 80 38 35 74

1-25:   05 19 09 18 01 08 05 18 19 01 10 05 15 14 19 08 05 13 10 24

letter:  e  t  i  s  a  h  e  s  t  a  k  e  p  o  t  h  e  n  k  y

This doesnt make a lot of sense, it says "etisahestakepothenky", although we can see some words like 'the', 'take', and in fact we have 'take po the' which would look better as 'take to the'. Let's try the other shift:

cipher: 98 65 02 11 72 76 98 64 65 19 03 23 83 39 65 33 98 38 35 70 

adds:   11  4  7  7  4 11 11  4  4  7  7  7 11  0  4  0 11  0  0  4

result: 84 69 09 18 51 87 84 68 69 01 10 30 94 39 69 33 84 38 35 74

1-25:   09 19 09 18 01 12 09 18 19 01 10 05 19 14 19 08 09 13 10 24

letter:  i  t  i  s  a  m  i  s  t  a  k  e  t  o  t  h  i  n  k  y

This now reads 'It is a mistake to think y', and we have the right key now. Let's finish it off:

98 65 02 11 72 76 98 64 65 19 03 23 83 39 65 33 98 38 35 70 

 i  t  i  s  a  m  i  s  t  a  k  e  t  o  t  h  i  n  k  y

60 66 21 90 06 82 60 04 14 30 26 38 88 05 90 34 39 63 08 42 

 o  u  c  a  n  s  o  l  v  e  a  n  y  m  a  j  o  r  p  r

07 73 00 23 76 82 34 66 11 83 86 34 44 54 08 07 12 72 65 60 

 o  b  l  e  m  s  j  u  s  t  w  i  t  h  p  o  t  a  t  o

30 43

 e  s

"It is a mistake to think you can solve any major problems just with potatoes".

This cipher is essentially a caesar shift cipher with four different ranges. It's quite weak and easy to break, especially if you find long runs from the same range.

The key shifts were 7, 0, 4 and 11, corresponding to 'h', 'a', 'e', 'm' or 'haem' which was the keyword used.

Exercise1: (**easy**)

Solve this:

11763 95493 49831 56055 92619 78611 50684 71961 46519 17487 

55159 17353 33435 57051 19135 62514 83956 05161 96978 68392 

26896 69775 87198 53953 40839 53224 09753 58351 32388 359

Exercise2: (**easy**)

Solve this:

01954 39856 70193 48419 52239 17163 99492 65139 11790 59584 

30332 61160 41087 28299 35821 25698 99331 57556 21687 82551 

42729 94000 91103 21407 55317 89592 2304

Exercise3: (**easy**)

Solve this:

02489 26968 93367 73641 50272 21494 15642 74531 68692 39453 

51841 45583 58947 42267 94599 67778 67945 42200 93107 04097 

84873 39488

Exercise4: (**medium**)

Write a program to solve these problems using any methods you like. Compare your approach to the following: a brute force approach with trigram scoring or dictionary comparisons to find the best matches, using a chi-squared testing approach to set brute force cut off scores, and another method of your choice.

Exercise5: (**hard**)

Write a program to encrypt text using this method, but this time use 3 digits and have a key of length up to 40. Modify your solver to be able to solve this type of problem. Now try encrypting a larger text of some size, like a book, and check that you can solve this. Now try a smaller text of at least 500 characters, and see how your program does. Add the ability to make manual adjustments to your solutions and try solving small problems. How are keylength, textlength, and solvability related ? What unique problems do small ciphers bring compared to bigger ciphers ?

